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sesungguhnya Allah Maha Teliti terhadap segala apa yang kamu kerjakan.
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do’a orang tuaku yang dahsyat”
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TINJAUAN YURIDIS TERHADAP PENEGAKAN HUKUM BAGI PELAKU
TINDAK PIDANA PENIPUAN DALAM TRANSAKSI E-COMMERCE

Abstrak

Perkembangan teknologi informasi telah mendorong pertumbuhan e-commerce di
Indonesia, namun juga diikuti oleh meningkatnya kasus penipuan dalam transaksi
online. Penelitian ini bertujuan untuk menilai penerapan hukum terhadap pelaku
penipuan, baik dari pihak penjual maupun pembeli, serta mengidentifikasi
tantangan dan langkah-langkah penanganannya. Metode penelitian yang
digunakan adalah yuridis normatif dengan pendekatan undang-undang dan
konseptual. Pembeli yang melakukan penipuan dapat dijerat dengan Pasal 28 ayat
(1) jo. Pasal 45 ayat (2) Undang-Undang Nomor 19 Tahun 2016 tentang Informasi
dan Transaksi Elektronik, dengan ancaman pidana penjara paling lama enam
tahun dan/atau denda hingga Rpl miliar. Sementara itu, penjual atau pelaku usaha
yang menawarkan barang atau jasa tidak sesuai informasi pada label, e-ticket,
deskripsi, iklan, atau promosi dapat dikenai Pasal 62 ayat (1) Undang-Undang
Nomor 8 Tahun 1999 tentang Perlindungan Konsumen, dengan pidana penjara
paling lama lima tahun atau denda paling banyak Rp2 miliar. Selain itu, Pasal 378
KUHP juga digunakan untuk menangani pelaku penipuan, meskipun
penerapannya masih mengalami kendala terutama dalam hal alat bukti sesuali
KUHAP. Oleh karena itu, pasal dalam UU ITE berperan sebagai dasar hukum
tambahan dalam penegakan hukum siber. Penegakan hukum terhadap pelaku
tindak pidana e-commerce menghadapi tantangan berupa bukti digital yang sulit
diperoleh, identitas pelaku yang sulit dilacak, serta rendahnya pemahaman
masyarakat mengenai hukum. Penelitian ini merekomendasikan penguatan
regulasi, peningkatan literasi digital, dan kolaborasi antarpenegak hukum guna
menekan kejahatan dalam transaksi online.

Kata Kunci: E-Commerce, Jual Beli Online, Pelaku, Penegakan Hukum.



JURIDICAL REVIEW OF LAW ENFORCEMENT FOR PERPETRATORS OF
FRAUD IN E-COMMERCE TRANSACTIONS

Abstract

The development of information technology has driven the growth of e-commerce
in Indonesia; however, it has also been accompanied by an increase in fraud
cases in online transactions. This study aims to assess the legal enforcement
against fraud perpetrators, whether from the seller’s or buyer’s side, as well as to
identify the challenges and measures to address them. The research method used
is normative juridical with a statutory and conceptual approach. Buyers who
commit fraud can be prosecuted under Article 28 paragraph (1) in conjunction
with Article 45 paragraph (2) of Law Number 19 of 2016 concerning Electronic
Information and Transactions (ITE Law), which carries a maximum penalty of six
years’ imprisonment and/or a fine of up to IDR I billion. Meanwhile, sellers or
business actors who offer goods or services that do not match the information
provided on labels, e-tickets, descriptions, advertisements, or promotions may be
subject to Article 62 paragraph (1) of Law Number 8 of 1999 concerning
Consumer Protection, which imposes a maximum sentence of five years’
imprisonment or a fine of up to IDR 2 billion. In addition, Article 378 of the
Indonesian Criminal Code (KUHP) is also applied in handling fraud cases,
although its enforcement still faces challenges, particularly regarding evidence
requirements under the Indonesian Criminal Procedure Code (KUHAP).
Therefore, provisions within the ITE Law serve as additional legal grounds in
cyber law enforcement. The enforcement of laws against e-commerce crime
perpetrators faces various challenges, including the difficulty of obtaining digital
evidence, tracing the identities of perpetrators, and the low level of public legal
awareness. This study recommends strengthening regulations, improving digital
literacy, and enhancing collaboration among law enforcement agencies to reduce
crime in online transactions.

Keywords: E-Commerce, Online Buying and Selling, Perpetrators, Law
Enforcement.
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